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Scribe: Andrew Noonan

Summary: The Affine Cipher and cryptoanalysis. The Affine Cipher is a mono-alphabetic
cipher with the key (o, ()

Notes:
e Affine Cipher Encryption / Decryption

— Keys (a, 8), where a != even or 13 and 0 < 5 < 25(312 possibilities)
- EX)=azr+p
- D(y) =(ay) =5

e Attacking Affine

1. Chosen Plaintext
Pick a to be a (0) and read off 5
B(0) = a(0) + 6 = §
Pick a to be b (1) then subtract § from the Ciphertext E(b)
BE(1) =a (1) +5
a=E() -4
2. Known plaintext
See examples
3. Ciphertext only

Brute force can be used to break the cipher since there are only 312 possibil-
ities for K (12 a’s, 25 (’s)

e Theorems
1. A|B
Definiton: "A divides B’ if b = ka, where k € Z
2. A =B (mod M)
Defintion: A is equivalent to B (mod M)’ if n|(a — b)
3. It is possible to add, subtract, and multiply, however, you cannot divide in mod

M (This requires an inverse)

Examples: Encryption — Decryption — Known Plaintext Attack



cup encrypts to OYB
E2)=a2)+ =14
E(20) = a(20) + 5 = 23
E(15) =a(l5)+ =1

find inverse of «, then find «:

a(20) + =24
-a(l)+p4=1
571 =21

a(b) * 571 = 23 % 21 = 15(mod26)
a=15



