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1 Finite Fields

Goal: Find fields with 2% elements (Fax).

e AES uses Fosg
e Find Fy # 24 (not a field).
e Trick: use polynomials Fo|x]
- polynomials whose coefficients are 0,1 in F,

e Can do division with remainder has degree smaller (not the same) than
thing you're dividing by.

1.1 Warm up

What is 2° + 22 + 1(moda® + x)?
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Answer: 2% + 22 +1 =x> + 2 + 1(mod 2% + z)

1.2 Irreducible
e If f(x) has degree k (f(x)= zF+...) how many remainders are there? 2*

e To get a field our modulus needs to not be factorable into smaller polyno-
mials. These polynomials are called irreducible (Think like prime but for
polynomials)

e If f(x) is irredicuble in Fy[z] then the polynomials (mod f(x)) are a field.



e To find Fyr need an irredicuble polynomial of degree k.

Find Fy = For (need irreducible polynomial of degree 2).
Possible degree of 2 polynomials.

22 = x * 2: (not irredicuble)

2?2 + 2 = x(x + 1): (not irredicuble)

2? + 1: (not irredicuble)

2% + z + 1: (irredicuble!!!)

e I, is polynomials in Fa[z] (mod 22 + z + 1)

o Fy= {0,1,x,x+1}

1.3 Addition/multiplication tables (mod z? + z + 1)

+ 0 1 X x+1 * 0 1 X x+1
0 0 1 X x+1 0 0 0 0 0
1 1 0 x+1 X 1 0 1 x+1
X X x+1 0 1 X 0 X x+1 1
x+1 | x+1 X 1 0 x+1 | 0 | x+1 1 X

Light blue= Field!

1.4 Uses
o AES uses Fosg = Foa.
e SAES uses F1g = Fou.

1.5 Example

Pick 2* 4+ 2 +1 as our degree 4 irredicuble polynomial for Fig Fyg is polynomials
modulo 2% +z + 1
Ex: Multiply (2% + 1)(2% + z) in Fys.
(2 + 1) (2?2 +2) =25 + 2t + 22 + .
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Answer: 2° + 2t + 22 + 2 =2+ 1 (mod z* + z + 1)

1.6 Euclid’s Algorithm

Euclid’s Algorithm work identically for polynomials as integers. Find (22)~!
(mod z* +z + 1)



e Find GCD (a,m)=1

o vt +ax+1=(22)(2?)+ (x+1)
2?2 R(z +1)
xz)x4+x+1
— (2%
r+1
x+1 R(1)
x—|—1)$2
— (22 + 1)
- (x+1)
1

e Keep track of 22 and z* + z + 1.

e Backwards
l=22+(z+ 1) (xz+1)
r4+1= @+ o+1)+ (22)(2?)
l=2?+ (@ + 1)((z* + 2 + 1) + (2?)(2?))
=122+ (x+ D@t + 2+ 1) + (2% + 22)(2?)
1= (23 + 22+ 1)(2?) + (v + 1)(2* + © + 1) Linear Combination
=@ +22+ 1)@+ @+ 1)(z*+2+1) (mod 2% + 2 + 1)
1= (2% +2%+1)(2?) (mod z* +x + 1)
(@)L= (23 +22+1) (mod 2% + 2 + 1)



